Abstract-To achieve efficient authentication on emergency events in vehicular ad hoc networks, we introduce a novel aggregated emergency message authentication (AEMA) scheme to validate an emergency event. We make use of syntactic aggregation and cryptographic aggregation techniques to dramatically reduce the transmission cost, and adopt batch verification technique for efficient emergency messages verification. Compared with existing emergency message authentication approaches, our scheme shows the superiority on generality, enhanced security and efficiency.
I. INTRODUCTION
As the advancement of telecommunications, Vehicular ad hoc Networks (VANETs) have attracted extensive attentions from both industry and academia, and are expected to serve as a killer application in the future Internet and telecommunication market. Such an application scenario allows communications between vehicles (or referred to Inter-Vehicle Communication (IVC)) as well as between vehicles and the infrastructure (or referred to Roadside unit (RSU) to Vehicle communication (RVC)), which are mainly positioned for ensuring traffic safety and driving experiences. For example, it can be used to alert drivers for potential traffic jams and provide increased convenience and efficiency. Among all of vehicle communication network applications, dissemination of emergency messages to the vehicles in a specific area is very crucial. The fast propagation of emergency and local warning messages to the approaching vehicles will be helpful for preventing secondary accidents. In most cases, a VANET carries out such an emergency message propagation in a multihop transmission manner, particularly in the suburban areas where less RSUs are installed.
Many previously reported studies have focused on data dissemination in VANETs [1] , [2] . However, the security issues, especially on how to ensure the authenticity of emergency messages in a VANET, are still subject to a great challenge. Firstly, since most of the life critical applications in VANETs rely on multi-hop transmission to disseminate data packets to the surrounding geographical area, the hostile adversaries may intentionally forge an invalid emergency event, which may pose a serious threat on road safety. Secondly, in such a highly dynamic network environment with potentially a large number of vehicle nodes, the conventional security mechanisms, such as public key certificate and digital signature, are not sufficient to ensure the security of VANETs since the adversaries can still launch the attack by compromising one or several nodes and disseminate false emergency messages with the credentials of the other users. On the other hand, for a specific emergency event, it is expected that multiple sensing vehicles could detect the common event. As shown in Fig. 1 , the sensing vehicles not only include the current witness vehicles (the yellow vehicles) but also potential witness vehicles (the white vehicles) which are approaching the emergency event promptly. Therefore, taking advantage of the common view of these sensing vehicles to cross-validate the emergency event could possibly serve a promising approach to enhance the overall security level in VANETs. Such a method of crosschecking the emergency event by collecting the feedback of witnesses is defined as voting mechanism, which is originally used to detect the misbehaving nodes in a distributed ad hoc network without any centralized security authority [3] . The mechanism can be migrated to VANETs to enhance the overall security of emergency events authentication [4] , [5] . In [4] , a voting scheme is implemented on location based groups, where vehicles are grouped according to their location. Within each group, a group leader will be elected to take the responsibility of collecting more than a threshold k of proofs from k distinct witnesses to prove the validity of an emergency event.
However, such a group based voting mechanism certainly faces the challenge of highly dynamic network topology in VANET, which requires extra efforts to maintain the location based groups. In addition, in an area with low vehicle density, it can not be guaranteed that the group leader can collect more than k supporting signatures within the group. In [5] , the concept of "voting" is further extended to the "destination voting" strategy. The witnesses will continuously generate the emergency reporting messages to the remote vehicles. The remote receivers will make a decision based on collected messages by checking if the majority of these messages are consistent.
The voting mechanism can effectively improve the security of VANET at the expense of increased computation and transmission overhead. For both approaches in [4] , [5] , to prevent
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the attackers from sending duplicate emergency messages, only distinct messages from distinct vehicles are considered. Therefore, every emergency message will be signed by the sender in order for the receivers to authenticate. However, the size of digital signatures is typically very large in the order of tens (using Elliptic Curve Cryptography) to hundreds of bytes (RSA), which will incur more transmission overhead. Furthermore, generating and verifying a digital signature and its corresponding certificate will also incur additional computation cost. Such transmission and computation costs will be further scaled up with the number of active sensor vehicles. When all these vehicles transmit the information by way of flooding or geocasting, the transmission and computation overhead can easily overload the network. Therefore, aggregating the relevant emergency messages as well as providing messages authentication is of high importance.
In this paper, we propose a novel aggregated emergency message authentication (AEMA) scheme to efficiently validate the emergency messages in VANETs. The basic idea is that during the emergency messages opportunistic data forwarding process, a vehicle can hold multiple messages, which can be aggregated into a single one before the vehicle launches aggregated message in the air. The proposed AEMA scheme takes advantage of syntactic and cryptographic aggregation technique to reduce the transmission cost and adopt batch verification technique to reduce the computation cost [7] . We will demonstrate that the proposed scheme can dramatically reduce both computation and transmission overhead in achieving efficient authentication on emergency messages.
The remainder of the paper is organized as follows. In Section II, we present the system model, attack model, and the design goals. Section III gives a review on some preliminary background. In Section IV, the proposed AEMA scheme is presented in detail. Performance analysis is given in Section V, followed by the conclusion in Section VI.
II. SYSTEM MODEL AND DESIGN GOAL
This section describes our system model, attack model and design goals.
A. Network Model
We consider IVC in a VANET without any presence of fixed infrastructure such as access points, RSUs, and satellite communication for assisting data propagation. There are two types of entities in AEMA, namely the Offline Security Manager (OSM) and the vehicles. Before joining the network, every vehicle should register to the OSM and obtain its corresponding public key certificate. We assume an opportunistic data forwarding mechanism is adopted [1] , [2] , in order to achieve the globally routing objective.
B. Attack Model
In this study, we mainly consider the false data injection attacks where the goal of an attacker is to make the receiver vehicles to accept false emergency reports. To maximize the effectiveness of the attacks, multiple adversaries could collude to launch an attack by cooperatively injecting false messages, which is also known as a collusion attack. Similar to other distributed trust mechanisms, the number of adversaries in the system during a given time period, e.g., the public key revocation period, is less than a threshold denoted as k. Therefore, unless explicitly specified, an emergency event can be considered to be true at the receiver if and only if more than k signatures from k distinct witnesses are collected.
C. Design Goals
The proposed AEMA scheme has the following security and efficiency design goals:
• Collusion Freedom: No subset of k or less vehicles can forge an emergency event.
• Efficient Authentication: The proposed emergency message authentication scheme should be performed in an efficient way to reduce the communication and transmission overhead.
• Generality: The proposed scheme should be applicable in different network densities including both of high density and low density cases.
III. PRELIMINARIES

A. Pairing Technique
The proposed AEMA scheme is based on bilinear pairing which is briefly introduced as below. Let G be a cyclic additive group and G T be a cyclic multiplicative group of the same prime order q, i.e., |G| = |G T | = q. Let g be a generator of G and e : G × G → G T be an efficient admissible bilinear map with the following properties:
• Non-degenerate: e(g, g) = 1.
B. Aggregate signature and Batch verification
The major computation cost for authenticating an emergency message comes from verifying a set of supporting signatures issued by different emergency witnesses. The corresponding public key certificates of the signers also need to be verified together. All of them will incur a significant amount of transmission and verification cost. In this study, we take advantage of aggregate signature to reduce the transmission cost of supporting signatures and certificates and batch verification to realize efficient signature verification.
An aggregate signature is a digital signature that supports aggregation of n distinct signatures issued by n distinct signers to a single short signature [6] . This single signature (and the n original messages) will convince the verifier that the n signers indeed sign the n original messages. In addition to enjoying the benefit of the reduced transmission size, aggregate signature technique supports batch verification, which enables the receivers to quickly verify a set of digital signatures on different messages by different signers. In this study, we adopt the aggregate signature and batch verification introduced in [7] as our basic cryptographic aggregation technique to improve the aggregation performance.
IV. AEMA PROTOCOL
We present the details of the five procedures of our AEMA protocol.
A. System Setup
The OSM generates a tuple (q, g, G, G T , e) as the system parameters. The OSM selects a random sk ∈ Z * q as its secret key and generates its public key pk = g sk , by which four hash functions are formed:
The group public key and secret keys are (q, g, G 1 , G T , e, pk, , H, H 1 , H 2 , H 3 ) and sk, respectively.
An important task of the setup procedure is to determine the format of emergency report message. In our study, the format of a secure emergency report (SER) is defined as follows. For an emergency event E i , the sensor vehicle V j will generate a SER i j :
where T ype i -denotes the type of emergency event reported in this report.
Loc i -denotes the place where the emergency event takes place.
ID j -denotes the identity of the vehicle that generates the claim.
T ime Cert j -denotes the certificate held by vehicle j. For a specific event E i , it is reasonable to assume that the revelent SERs will share the same T ype i , Loc i .
B. Registration
A vehicle can join the network by performing the following steps: 1) Public Key Generation A vehicle can randomly choose x j ∈ Z * q as its secret key and generate its public key X j = g xj . To keep the identity privacy, the vehicle can also randomly choose V j as its pseudonym. Before joining the VANET, V j will contact the OSM to obtain its corresponding certificate. 2) Public Key Certificates Issuing After ensuring the legitimacy of this vehicle, the OSM will issue its public key certificate by signing its signature on (V j , X j ).
Here, the certificate generation process follows a typical Boneh, Lynn, and Shacham signature scheme in [6] . 
D. SER Opportunistic Forwarding
In VANETs, the network topology could be very dynamic and diversified in shape from time to time, even sometimes sparse and frequently partitioned, the communication between vehicles are expected to be performed in an opportunistic manner, where nodes carry packets when routes do not exist, and forward the packets to the new receiver that moves into its vicinity [1] . To enable the opportunistic data propagation, vehicles that are within a range r and maintain connectivity for a minimum time t with each other, can be arranged to form a cluster. The detailed discussion on cluster creation and maintenance can be found in [1] . We refer the node at the head of every cluster as header, which is responsible for forwarding the data to the next cluster in a typical opportunistic data forwarding algorithm such as [1] , [2] . The messages will be buffered at the header until they are forwarded to the next cluster, which is also referred to as the "Carry and forward" strategy. In this study, it is considered that the header can also play the role of emergency message aggregator because of the following two reasons:
1) If taking a header of a cluster as the aggregator, the aggregation process will be merged into a part of data forwarding process. Therefore, there is no need to elect another cluster head to perform the data aggregation operations.
2) The process of message propagation between two clusters is referred to as a catch-up process, where a message traverses along with its carrying vehicles until it reaches within the radio range of the vehicle at the end of another cluster, which obviously presents a considerable propagation interval depending on the speed of vehicles and the gap between clusters. Therefore, we can use such an interval to aggregate the related emergency messages to minimize the aggregation latency. In the following sections, a cluster head will be taken as the aggregator of the cluster, which will perform the following SER aggregated authentication algorithm.
E. SER Aggregated Authentication
For any specific emergency event E i , each aggregator maintains two local message lists, which keep the forwarded SERs and ReadytoForward SERs, respectively. The forwarded message list, denoted as F, contains all the SERs which have been forwarded by this vehicle before, while the ReadytoForward message list, denoted as R, stores messages which have not been transmitted but can be forwarded some time later. The SERs set F R include all the SERs related to event i. Whenever receiving a SER, the aggregator should check if this SER is a duplicate. If yes, such a SER will be dropped, otherwise it will be put into the message list R. Before the forwarded propagation, the aggregator will perform the SER aggregation (or Aggregate SER) and SER batch verification (BatchVerify SER) operations as follows.
1) SER Aggregation: Aggregate SER is used to aggregate multiple SERs into a single SER, which includes two steps: syntactic aggregation step and cryptographic aggregation step. a) Syntactic aggregation: For emergency event i, given n SERs SER
It is used to aggregate multiple signatures and certificates into a single signature and certificate, which includes the following two steps. a) Certificate Aggregation:
The above aggregation procedure is illustrated in Fig. 2 . After syntactic aggregation and cryptographic aggregation, we can obtain the aggregated SER as
2) SER Batch Verification: BatchVerify SER includes batch signature and certificate verification which are given as follows a Certificate Batch Verification: Given a aggregated certificate Cert agg ← (V j , X j , σ agg ), the verifier accepts if e( n j=1 σ j , g) = e( n j=1 h j , pk) holds. b Signature Batch Verification: Given the aggregate signature Sig agg , the message set SER j i | ≤ i ≤ n and public keys X i | ≤ i ≤ n for all the vehicles in set V, accept if e(Sig agg , g) = e(a,
If the batch verification holds, the aggregator will accept SERs in list R as valid SERs. Then the aggregated SER in R will be forward-propagated. Meanwhile, the aggregator will put all the SERs in R to message list F . Once the total number of ForwardPropagation(R);
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A. Collusion Attacks
The effectiveness of AEMA for defending against a collusion attack is based on the combination of the traceability property and the distributed trust mechanism. The traceability property ensures that any adversary sending multiple claims against a common event will be detected. As a result, an adversary can only send one SER per event. Moreover, the existence of the distributed trust mechanism guarantees that the number of adversaries in the VANET system is less than k. Consequently, even if all the adversaries collude with each
other, they cannot generate k or more SERS to convince the other vehicles the existence of a non-existent emergency event.
B. Privacy Protection of Witnesses
In AEMA, we propose to use randomly generated pseudonyms as well as corresponding public key certificates to preserve the privacy of witness vehicles. To further enhance the privacy preserving functionality of AEMA scheme, before joining the VANET, a vehicle can request multiple pseudonyms and corresponding public keys from OSM. To avoid Sybil attacks which are defined as a malicious vehicle impersonates multiple identities, we should carefully define the expiration date of public key certificates to ensure that only one pseudonym and public key certificate is valid for any time slot.
VI. PERFORMANCE EVALUATION
In this section, we evaluate the performance of the proposed AEMA scheme in terms of the resultant communication cost and computation overhead. To demonstrate the superiority of AEMA, we also compare AEMA with the existing approach in [4] , which adopts the non-aggregated ECDSA signature scheme as building blocks.
A. Transmission Cost
One of the major advantages of AEMA is the reduction of transmission cost. The communication cost is determined by the size of aggregated SERs, which is mainly due to the supporting signatures and corresponding public key certificates. To ensure the security of the protocol, the elements in G could be up to 160 bits for achieving a security level comparable with ECC-160. Since the signature and certificate in AEMA only require one element in G, respectively, the whole supporting signature plus the certificate could be represented in three G elements, or 480 bits. The approximated length of components of a SER in AEMA is shown in Table I . If we take multiple SERs into consideration and the total number of the collected SERs is n, the total size of the SERs without aggregation should be 92n. However, in our AEMA scheme, the total size can be reduced to 36n+56 by taking advantage of aggregation signature, which is also shown in Table I . Under the same parameter assumption, the total size of concatenated ECDSA signatures scheme is 116n+36 in [4] , which is much longer than that of the AEMA scheme. 
B. Computation Cost
The computation costs are measured by the most expensive pairing (Pair) and point multiplication (Pmul) operation. Because of the cryptographic aggregation technique, the aggregate verification cost on n distinct signatures and certificates costs about only 5 pairings, which is a significant improvement over the 3n pairings required by individual verification. As a comparison, ECDSA signature scheme requires 2n Pmul operation. By adopting the pairing technique in [8] , we can obtain the rough time costs for Pair and Pmul to be 2.82 ms and 0.78 ms, respectively. From Fig. 3 , we can observe that the computation cost of the AEMA scheme keeps constant even if the number of SERs increases; while the computation cost of ECDSA increases with the increase of SERs until significantly exceeding the computation costs of AEMA.
VII. CONCLUSIONS
In this paper, we have proposed an efficient aggregated emergency message authentication scheme, which can effectively address both of efficiency and security issues in VANETs. Our future research will integrate the aggregated authentication scheme with the data forwarding algorithm to achieve the best aggregation effect.
